	COURSE INFORMATON 

	Course Title
	Code
	Semester
	L+P Hour
	Credits
	ECTS

	Siber security/Digital Forensics
	ACM529
	2
	3
	3
	8


	Prerequisites
	-


	Language of Instruction
	English

	Course Level
	Masters Degree 

	Course Type
	Elective

	Course Coordinator
	

	Instructors
	Yrd.Doç.Dr. Uğur Kaplancalı

	Assistants
	

	Goals
	Aim of this course is to teach basic terminology and technology in the field of cyber security . It is also to provide basic information about cyber crime and law.



	Content
	This course covers cyber security information system forensics investigation. Areas of study include concepts and procedures for investigating cyber-crime and methods for collecting, analyzing, recovering and preserving forensic evidence. Using modern digital forensic tools and preparing forensic reports is also covered. Lecture stream is greatly backgrounded to explore and put to practical use the entire body of knowledge gained in the “Cyber-Security” & “Digital Forensics” phenomena.



	Learning Outcomes
	Teaching Methods
	Assessment Methods

	Knows siber  terminology of security  on basic level.
	1, 2, 3, 4,5
	A, C, D,E

	Knows information security standarts
	1, 2, 3, 4,5
	A, C, D,E

	Knows   basic information about digital forensics  of computers.
	1, 2, 3, 4,5
	A, C, D,E

	Knows  general information about network security 


	1, 2, 3, 4,5
	A, C, D,E


	Teaching Methods: 
	1: Lecture, 2: Question-Answer, 3: Discussion, 4: Simulasyon, 5: Vaka 

	Assessment Methods: 
	A: Testing, B:sunum, C: Homework, D:proje, E:labratuvar


	COURSE CONTENT

	Week
	Topics
	Study Materials

	1
	Introduction to siber security
	Lecture notes

	2
	Risks analysis
	Lecture notes

	3
	Information security standarts
	Lecture notes

	4
	Information law-1
	Lecture notes

	5
	Information law-2
	Lecture notes

	6
	Forensics Analyzing of computers 
	Lecture notes

	7
	Secure design principle
	Lecture notes

	8 
	Database security
	Lecture notes

	9
	Network security
	Lecture notes

	10
	Midterm
	

	11
	Practices for network defence
	Lecture notes

	12
	Project presentations
	

	13
	Project presentations
	

	14
	Project presentations
	

	15
	Final exam
	


	RECOMMENDED SOURCES

	Textbook
	Bilişim Suçları ve Adli Bilişim -Elektronik Delillerin Toplanması, Muhafazası, Değerlendirilmesi ve Sunulması Mesut ORTA

	Additional Resources
	Bilişim Suçları ve İnternet İletişim Hukuku

 Murat Volkan DÜLGER


	MATERIAL SHARING

	Documents
	Lecture notes, guiding documents for projects and assignments

	Assignments
	Homeworks and projects

	Exams
	Midterm, Final


	ASSESSMENT

	IN-TERM STUDIES
	NUMBER
	PERCENTAGE

	Mid-term
	1
	40

	Projects
	2
	40

	Assignment
	10
	20

	Total
	 
	100

	CONTRIBUTION OF FINAL EXAMINATION TO OVERALL GRADE
	 
	30

	CONTRIBUTION OF IN-TERM STUDIES TO OVERALL GRADE
	 
	70

	Total
	 
	100


	COURSE CATEGORY
	Expertise/Field Courses


	COURSE'S CONTRIBUTION TO PROGRAM

	No
	Program Learning Outcomes
	Contribution

	
	
	1
	2
	3
	4
	5
	

	1
	E-Commerce and Technology Management Master graduated, Describe contemporary e-Commerce environment
	
	X
	
	
	
	

	2
	E-Commerce and Technology Management Master graduated, Review concepts and terminology together with processes and management decisions involved
	
	X
	
	
	
	

	3
	E-Commerce and Technology Management Master graduated, Apply techniques of using of JavaScript, JScript, DHTML, CSS, ASP, XML documents to external resources
	
	
	X
	
	
	

	4
	E-Commerce and Technology Management Master graduated, Demonstrate an understanding of transforming and presentation languages
	
	
	X
	
	
	

	5
	E-Commerce and Technology Management Master graduated, Assess major e-Commerce opportunities, limitations, issues and risks
	
	X
	
	
	
	

	6
	E-Commerce and Technology Management Master graduated, Skills in project and risk management, awareness about importance of entrepreneurship, innovation and long-term development, and recognition of international standards and methodologies.  
	
	X
	
	
	
	

	7
	E-Commerce and Technology Management Master graduated, Recognition of the need for, and the ability to access information, to follow recent developments in science and technology, and to engage in life-long learning.
	
	
	X
	
	
	

	8
	E-Commerce and Technology Management Master graduated An ability to design, implement and evaluate an information system, component, process or program that meets specified requirements.
	
	
	X
	
	
	


	ECTS ALLOCATED BASED ON STUDENT WORKLOAD BY THE COURSE DESCRIPTION

	Activities
	Quantity
	Duration
(Hour)
	Total
Workload
(Hour)

	Course Duration (Including the exam week: 16x Total course hours)
	16
	3
	48

	Hours for off-the-classroom study (Pre-study, practice)
	16
	         3
	48

	Homework
	10
	5
	50

	Mid- Term
	1
	10
	10

	Projects
	2
	10
	20

	Final
	1
	14
	14

	Total Work Load
	
	
	190

	Total Work Load / 25 (h)
	
	
	7,6

	ECTS Credit of the Course
	
	
	8


